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Fraud, Waste, and Abuse (FWA) COVID-19 
Teleconferencing Fraud and General Fraud 
Precautions

Scope: This Provider Alert applies to all HealthChoices contracted 
providers in all networks. 

Purpose: To provide information related to teleconferencing fraud and 
general fraud precautions. 

Providers are reminded that Community Care offers a telephone and 
email FWA hotline that may be used to report fraud issues related to the 
COVID-19 national crisis. Employees, providers, members administrators, 
vendors, and concerned others are encouraged to report suspected 
fraud, waste, or abuse in the HealthChoices behavioral health care 
(Medical Assistance) program. Telephone callers may leave a voicemail 
message including their name and telephone number where they can be 
reached along with details surrounding their concern. Reports can 
indicate if they wish to remain anonymous. 

FWA telephone hotline: 1.866.445.5190 

FWA email hotline: CommunityCareFWAHotline@ccbh.com 

Telehealth providers are reminded to review HIPAA requirements 
and those that are waived during the COVID-19 pandemic. These 
resources also offer insight into acceptable methods of 
communication that may be used to provide telehealth and those 
that may not.   

Notification of Enforcement Discretion for Telehealth Remote 
Communications During the COVID-19 Nationwide Public Health 
Emergency, March 17, 2020

Office for Civil Rights, U.S. Department of Health and Human Services 
BULLETIN: HIPAA Privacy and Novel Coronavirus, February 2020

www.ccbh.com
mailto:CommunityCareFWAHotline@ccbh.com
https://www.hhs.gov/sites/default/files/february-2020-hipaa-and-novel-coronavirus.pdf
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Fraud, Waste, and Abuse (FWA) COVID-19 
Teleconferencing Fraud and General Fraud 
Precautions

Zoom-Bombing and Hacking Teleconferences During Coronavirus 
Pandemic 

The Attorney General is warning against the emergence of hacking 
teleconferences during the COVID-19 crisis and has the following to offer. 

Many Pennsylvania residents have turned to video-teleconferencing 
platforms, such as Zoom, to stay connected during the COVID-19 
pandemic. Unfortunately, as the FBI has reported, there has been a rise in 
so-called "Zoom-bombing," or video hacking across the United States, 
where uninvited hackers disrupt conferences and online classrooms with 
pornographic images, hate images, and/or threatening language. These 
attacks have also targeted religious communities, minority groups, and 
vulnerable populations, such as Alcoholics Anonymous meetings. Some 
hackers have planned coordinated attacks through websites and social 
media, including Discord and Instagram, in violation of the terms of use. 
Pennsylvanians have seen several instances of such hacking within the 
past week. 

Law enforcement recommends that individuals take precautions when 
teleconferencing threats, including: 

• Do not make the meeting or classroom public. In Zoom, there are
two options to make a meeting private: require a meeting
password or use the waiting room feature and control which
guests are admitted.

• Do not share a link to a teleconference or classroom on an
unrestricted publicly available social media post. Provide the link
directly to specific people.

• Manage screen sharing options. In Zoom, change screen sharing
to "Host Only."

• Ensure users are using the updated version of remote access/
meeting applications. In January 2020, Zoom updated their
software. In their security update, the teleconference software
provider added passwords by default for meetings and disabled
the ability to randomly scan for meetings to join.

• Understand the features of your specific teleconference platform,
including how to close a conference call in the middle and how to
kick out people who are disrupting. Zoom has posted these steps
on their blog. Lastly, ensure that your organization's telework
policy or guide addresses requirements for physical and
information security.
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• Independently verify the identity of any company, charity, or
individual that contacts you regarding COVID-19.

• Check the websites and email addresses offering information,
products, or services related to COVID-19. Be aware that
scammers often employ addresses that differ only slightly from
those belonging to the entities they are impersonating. For
example, they might use “cdc.com” or “cdc.org” instead of
“cdc.gov.”

• Be wary of unsolicited emails offering information, supplies, or
treatment for COVID-19 or requesting your personal information
for medical purposes. Legitimate health authorities will not
contact the general public this way.

Fraud, Waste, and Abuse (FWA) COVID-19 
Teleconferencing Fraud and General Fraud 
Precautions

If you were a victim of a teleconference hijacking, or any cyber-crime for 
that matter, report it to the FBI's Internet Crime Complaint Center. 
Additional information regarding teleconference hijacking is available on 
the FBI website. 

Additionally, if you receive a specific threat during a teleconference, 
please report it to the FBI at https://tips.fbi.gov/ or call the FBI Pittsburgh 
Division at 412.432.4000. 

General Fraud Precautions 

While providers are working diligently to take care of members, their 
staff, themselves and those surrounding them during the COVID-19 
national crisis, there are unscrupulous people who capitalize on crisis 
situations to deceptively make financial gain. With this in mind, 
Community Care's FWA Special Investigations Unit (SIU) is sharing the 
following information offered by the United States Department of Justice - 
The United States Attorney's Office - Western District of Pennsylvania 
regarding scams that have been noted during the crisis and precautions 
that each of us can take and be aware of to protect the members we 
serve. Please visit the District's webpage relative to COVID-19 fraud. 

Scams that are underway include those related to the provision of 
treatment and supplies, posing as health care providers, eliciting 
deceptive charitable giving, phishing scams, fake apps, and investment 
scams. 

U.S. Attorney Brady urges everyone, especially those most at risk of 
serious illness, to avoid these and similar scams by taking the following 
steps: 
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• Do not click on links or open email attachments from unknown or 
unverified sources. Doing so could download a virus onto your 
computer or device.

• Make sure the anti-malware and anti-virus software on your 
computer is operating and up to date.

• Ignore offers for a COVID-19 vaccine, cure, or treatment. 
Remember, if there is a medical breakthrough, you won't hear 
about it for the first time through an email, online ad, or 
unsolicited sales pitch.

• Check online reviews of any company offering COVID-19 
products or supplies. Avoid companies whose customers have 
complained about not receiving items.

• Research any charities or crowdfunding sites soliciting donations 
in connection with COVID-19 before giving. Remember, an 
organization may not be legitimate even if it uses words like
“CDC” or “government” in its name or has reputable looking seals 
or logos on its materials. For online resources on donating wisely, 
visit the Federal Trade Commission (FTC) website.

• Be wary of any business, charity, or individual requesting 
payments or donations in cash, by wire transfer, gift card, or 
through the mail. Don't send money through any of these 
channels.

• Be cautious of “investment opportunities” tied to COVID-19, 
especially those based on claims that a small company's products 
or services can help stop the virus.  If you decide to invest, 
carefully research the investment beforehand. For information on 
how to avoid investment fraud, visit the U.S. Securities and 
Exchange Commission (SEC) website.

Reports of fraud may be made to the FBI at https://www.ic3.gov/
default.aspx or 412.432.4000; COVID-19 Fraud Coordinator, Senior 
Litigation Counsel Shaun Sweeney at USAPAW.COVID19@usdoj.gov or 
1.888.C19.WDPA; or the Federal Trade Commission at ftc.gov/complaint. 
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