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Electronic Health Records (EHR) Compliance 

In response to inquiries from providers, Community Care is offering a resource for providers 
to consider when selecting and using an EHR relative to documentation compliance with 
applicable laws, regulations, and requirements. The Centers for Medicare and Medicaid 
Services (CMS) published a fact sheet: Electronic Health Records Provider, which providers 
are encouraged to review in its entirety.  

Topics covered in the fact sheet include but are not limited to the following topics: 

• Security and Privacy 
• Author Identification — Different providers may add information to the same progress 

note. When this occurs, each provider should be allowed to sign his or her entry, 
allowing verification of the amount of work performed and which provider performed 
the work. 

• Altering Entry Dates — Be sure the EHR system has the capability to identify changes to 
an original entry, such as “addendums, corrections, deletions, and patient 
amendments.” When making changes, the date, the time, the author making the 
change, and the reason for the change should be included. Some systems 
automatically assign the date an entry was made. Others allow authorized users to 
change the entry date to the date of the visit or service. Some systems allow providers 
to make undated amendments without noting that an original entry was changed. If 
there is no date and time on the original entry or subsequent amendments, providers 
cannot determine the order of events, which can impact the quality of patient care.  

• Cloning —This practice involves copying and pasting previously recorded information 
from a prior note into a new note, and it is a problem in health care institutions that is 
not broadly addressed. For example, features like autofill and auto-prompts can 
facilitate and improve provider documentation, but they can also be misused. The 
medical record must contain documentation showing the differences and the needs 
of the patient for each visit or encounter. Simply changing the date on the EHR 
without reflecting what occurred during the actual visit is not acceptable. Using 
electronic signatures or a personal identification number may help deter some of the 
possible fraud, waste, and abuse that can occur with increased use of EHRs.  

• Upcoding — Upcoding occurs when a provider bills for a higher Current Procedural 
Terminology (CPT) code than the service actually furnished, resulting in higher 
payment. Again, auto-fill and auto-prompts can facilitate and improve documentation, 
coding, and billing, but if used inappropriately, these tools may suggest a higher 
billing code and payment than the actual services furnished warrant, resulting in an 
improper payment.[22] Claims paid without the appropriate supporting 
documentation are improper payments, and providers must return them.  

• Code Modifier — Use them to clarify the procedures and services performed and 
never for the purpose of increasing reimbursement. 

• Transition from Paper to EHR. 

https://www.cms.gov/Medicare-Medicaid-Coordination/Fraud-Prevention/Medicaid-Integrity-Education/Downloads/docmatters-ehr-providerfactsheet.pdf

	Community Care Fraud, Waste & Abuse (FWA) Newsletter
	March 2021
	Electronic Health Records (EHR) Compliance



